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Implementing the Freedom of Information act 2000

ACTION RECOMMENDED

To approve the Freedom of Information and Records Management Policy.

briEf summary of report

1. This report provides an overview of the implications of the Freedom of Information (FOI) Act 2000 for the County Council.  It also introduces a draft FOI and Records Management Policy and invites the Executive Committee to approve it. 

reason for recommendation

2. In January 2005, the council will have to respond to requests for access to any manual or electronic information it holds within 20 working days (subject to a limited number of exemptions). The council needs to put in place policies and practices so that it will be able to meet this obligation.  A summary of the main elements of the Act that apply to local authorities is set out in Appendix A.

3. The FOI and Records Management Policy establishes the principles by which the council will create, manage and dispose of manual and electronic records, how it will publish these records where appropriate and how it will handle FOI requests for information. This policy is set out in Appendix B.

4. The policy will ensure that the council retains those records that need to be kept for financial, legal or historical purposes – for an appropriate length of time. 

5. The policy includes a robust approach to handling FOI enquiries to minimise the risk of not dealing with FOI requests for information in a timely fashion. 

6. The policy will promote open government and establish prudent guidelines for document authors. 

7. The policy provides clarity about roles and responsibilities to ensure timely and informed decisions about disclosure that are fair, consistent and meet the terms of the Act.

Alternative Options

8. This paper promotes a proactive, ‘open government’ and accountable approach to FOI that is compliant with relevant government codes of practice. Alternative options are not proposed because we are implementing legislation. 

AIMS AND OBJECTIVES

9. To enable the committee to put in place the measures needed to implement the FOI Act. 

ANTICIPATED TARGETS AND ACHIEVEMENT TIMESCALES

10. FOI comes into force on 1 January  2005, and an FOI project team – led by the Corporate Information & Records team - is in place to manage implementation of the Act. Training and awareness sessions are planned for Information Agents and front-line staff between September and November 2004.  This training programme will also involve staff from Customer Service Direct Limited (CSDL) contact and service centres.

11. To ensure that the council is holding only appropriate business records, we will apply the Corporate Records Retention Policy (see Appendix C) to our stores of manual and electronic records via the Strategic Information Agents network by November 2004.

12. We plan a council-wide publications audit for September 2004, and expect to rationalise the Publication Scheme on the council’s website and populate it with more electronic publications in early 2005. There is also an opportunity to develop online ordering facilities for hardcopy publications by this date.

13. There are ongoing plans to implement comprehensive electronic and manual records controls between 2005 and 2007.  We expect to appoint by October 2004 a contractor to develop an Electronic Document & Records Management (EDRM) strategy, a requirements specification, an overview of the corporate business case and a benefits realisation plan. This study will assist us in getting best value for money and a solution that is fit for purpose when we procure the EDRM system. It is possible that following this study CSDL will be asked to provide an EDRM “managed service”, similar to the application service provider (ASP) model, as opposed to the alternative route of procuring the appropriate software and then hosting it alongside other applications.

14. The organisational response to handling FOI requests for information will be tested by using ‘dry runs’ in September 2004 and feedback will help lead to a robust FOI handling process. CSDL contact and service centre staff will have a developing role in logging and handling FOI requests for information. The Corporate Information & Records team will continue to liaise with the public access programme in ensuring that FOI is included within service improvement plans.

15. We propose to implement the FOI and Records Management Policy, set out in Appendix B, by 31 October 2004.
16. We expect to develop an FOI charging policy by December 2004. The law currently states that we may charge up to 10% of the disbursement costs of retrieving the required information up to a maximum of £55, although we expect further clarification from government later. The Executive Committee may wish to provide guidance on its preferred approach to charging. Collecting charges may itself be an onerous task, and charging may discourage citizens from making requests under FOI. On the other hand, charging can be seen as a legitimate attempt to recoup some of the costs of satisfying the request, and may discourage frivolous requests for information.
17. We plan to consult with directorates by November 2004 to develop a publishing strategy that will determine which information will be routinely made available via the publication scheme.
18. We will publish plain English summaries of our policy and practices for citizens and staff by December 2004.
RISK MANAGEMENT ISSUES

19. The FOI project team held an FOI risk management workshop in July 2004. The main risks identified were:

a) Robust request-handling processes may not be fully implemented in time.

b) The delay in the implementation of the corporate EDRM system may mean that we cannot locate all electronic, paper and other unstructured information within 20 working days. 

c) Discovery and disclosure of email correspondence may require extensive resources given the widespread use of bespoke filing structures and the lack of corporate access to local email stores. 

d) Councillor and officer use of email may not adhere to the corporate policy on email etiquette. Such informal use may be embarrassing to the individual or the Council given FOI disclosure rules.

e) The Corporate Records Retention Policy may not be applied to electronic records, including email, and thus the council may be required to disclose expired records.

f) The source of funding for the corporate EDRM system has not yet been identified.

g) The Scheme of Information Management, the Information Agent network across directorates and the Corporate Information and Records Team may not be sufficiently resourced (see section 4 of Appendix B below).

h) The importance of information as a key organisational resource may not yet be fully embedded in the Council’s culture.
20. To minimise these risks we have included appropriate actions in the FOI project plan.

POLICY AND PERFORMANCE PLAN

21. This proposal relates directly to ‘Help more people to access our services more easily and tell us how we can improve’ and supports our values in being “open in our work and accountable to people in Suffolk”.

CONSULTATIONS

22. The current Freedom of Information Publication Scheme was the subject of extensive consultation during 2002 and adopted by the Executive Committee in February 2003.

23. The Access and Community Involvement Overview and Scrutiny Committee (ACIOSC) considered the implications of the Act in January 2004 and satisfied itself with the measures being taken to prepare for the Act.  The committee supported a proactive approach to including information within the council publication scheme. It has asked to scrutinise in November 2004 the Council’s readiness for the Act.

24. There was an FOI training day for councillors in April 2004. This gave councillors the opportunity to learn about the Act and to ask pertinent questions – which we have taken account of in our preparations.

25. The FOI project team is steering the preparations for FOI and hopes to inform and consult the senior management network in the autumn.

26. We will be consulting with citizens and stakeholders on the suitability of the revised Publication Scheme.

27. We will be consulting and working with representatives of the local media to ensure a positive working relationship around FOI issues.

Sources of further information

· Lord Chancellor's Code Of Practice
on the discharge of public authorities functions
under Part I of the Freedom of Information Act 2000 & on the Management of Records under section 46 of the Freedom of Information Act 2000 http://www.dca.gov.uk/foi/codesprac.htm
· Information Commissioner’s Office http://www.informationcommissioner.gov.uk/
· Campaign for Freedom of Information http://www.cfoi.org.uk/

Appendix A

An Overview of the Freedom of Information Act 2000

Background
1 The Freedom of Information Act 2000 comes into full effect in January 2005 and establishes a right of access to information held by the Council, subject to a limited number of exemptions. Unless there is an applicable exemption, we are obliged to provide the enquirer with access to the relevant information within 20 working days. The Act is fully retrospective and thus applies to information recorded in the past, including archives held in the Suffolk Record Office.

The role of the Publication Scheme

2 Each public authority must produce a Publication Scheme, a directory of the kinds of information that the organisation publishes. The current council scheme, which has been formally approved by the Information Commissioner until the end of February 2007, is limited in scope and there are plans in place to develop electronic self-service access to many more documents via the Council website. 
3 We should aim to publish a significant proportion of our information as routine. By marketing the publication scheme, and actively including in it information that the public wants to know about, the Council can minimise the administrative burden of handling FOI requests. 

4 We are permitted to charge a reasonable fee for documents held within our publication scheme as long as we state this in the scheme e.g. we currently charge £15 for the council’s Structure Plan.
Exemptions

5 Although there are some limited exemptions to the disclosure rules, it is normally specific information that is exempt and not necessarily the whole document. Complex FOI responses will involve the precise deletion of exempt text and careful preparation of annotated photocopies prior to release.

6 Very few exemptions are termed absolute, that is they apply even where there is an apparent public interest to disclose. Relevant examples include cases where the information is prohibited from disclosure by the courts or by an act of Parliament.
7 Information provided in confidence also has an absolute exemption, although guidance from the Lord Chancellor’s Office states that public authorities should not accept information in confidence, other than in exceptional circumstances.  This exemption does not cover most of what is currently supplied to us as being ‘commercial in confidence’ (see 7:X below).  Any information accepted ‘in confidence’ might need to be justified to the Information Commissioner.
8 Most exemptions are subject to a ‘public interest’ test.  This means that, even if the information is covered by an exemption, where the public interest in the disclosing of the information outweighs the public interest in keeping it secret, it must be disclosed. Relevant examples of exempt information subject to a public interest test include:

I. Information intended for future publication.  There must be a firm commitment to publication in a reasonable and specified timescale.  This exemption includes information regularly published as a matter of course. The Information Commissioner’s Office has told us that it will probably apply to draft versions of reports or minutes prior to their formal publication date.

II. Investigations and proceedings conducted by public authorities.  This comes into play where information has been gathered and is likely to be used for the purpose of criminal investigations or criminal or civil proceedings.

III. Law enforcement.  This exemption applies to information where disclosure could prejudice law enforcement processes.  An example would be the procedures and schedules used by our Trading Standards Team.

IV. Audit functions.  This covers the disclosure of information that might prejudice external audit investigations.

V. Prejudice to the effective conduct of public affairs. Disclosure is exempt if, in the reasonable opinion of a “qualified person”, disclosure would prejudice the free and frank provision of advice or exchange of views or the effective conduct of public affairs. For councils the Minister of the Crown will decide who is the ‘qualified’ person, but to date there has not been any nomination though this is expected before the end of the year.  We are seeking final advice on the definition and application of this exemption.

VI. Communications with the Royal Household.

VII. Health & Safety. This applies where disclosure might endanger the physical or mental health or the safety of any individual.

VIII. Personal information. Where disclosure would mean releasing personal information, this must not breach any of the Data Protection principles.  There are however certain exemptions.  For example, a journalist asked for detailed information (names, duties, salaries) about staff working on secondment in various Government departments.  This was challenged on the grounds that third party personal information would be disclosed.  It was held that no Data Protection principle would be breached, the employer had given no undertaking of confidentiality to the employees and that disclosure was in the public interest as the staff concerned were carrying out public functions.  Also, the journalist’s purpose was clear and lawful.  The tribunal ordered that the requested information be disclosed. Information prepared by an officer or anyone else in his or her ‘professional’ capacity (for which they are paid) cannot be withheld on the grounds that attributing it to the author will disclose personal information. 

IX. Legal professional privilege. This exemption applies to communications between a lawyer and his client for the purpose of obtaining legal advice. In the case of the county council this would include communications between councillors/officers and the in-house legal department or external lawyers. Where litigation is contemplated or underway the privilege applies to communications with third parties for example expert witnesses.

X. Commercial interests. Information is exempt if it constitutes a ‘trade secret’ or if disclosure would prejudice the commercial interests of any person.  This is taken to mean actual financial loss.  Even if the likelihood of damage to a commercial interest has been established, the ‘public interest’ test must still be applied.  Disclosure in the interests of public safety, for example, will always outweigh prejudice to a commercial company’s competitive advantage but public interest will rarely justify disclosure of a trade secret. In future we must be clear about the status of any commercial information before it is received.  We must not agree to accept information ‘in confidence’ unless the conditions above are assessed and our provision of services is going to be compromised if we refuse the information.  We must ensure that all of our commercial partners are aware that any information given to us is subject to public access unless an exemption applies.  This includes all the information we hold, even that supplied before the Freedom of Information Act became law.

Councillors’ information.

9 We have asked the Information Commissioner for guidance and understand from him that information held by councillors in their capacities both as constituency representatives and political party members will be exempt from Freedom of Information access.  However, the record of any of their council work as it is recorded in the County Council’s records will be accessible, including relevant emails.  This will also include the details of their locality budgets.  

10 Where a County Council officer, such as a Political Research Assistant, acts as secretary to a party political group or meeting and is responsible for the minutes or notes of those meetings, those records are exempt from access under the Freedom of Information Act, even though they may be held on county council computer systems or in county council files.

11 The parts of council minutes (Part 2) that are not made public now may be managed in the same way, but the appropriate Freedom of Information exemption should be noted for each item and a time limit set, after which the information may be disclosed.

Handling FOI requests.
12 Responding to FOI requests for information needs to be seen as a joined-up service to our citizens. Given that a significant percentage of enquiries to the council are simply requests for information, the Public Access contact channels provided by CSDL will be using the publication scheme to field routine enquiries. Any requests that cannot be fulfilled in this way will then be forwarded to a specialist FOI team. The Corporate Information & Records Team already provides an email and telephone FOI helpdesk to staff and councillors (foihelpdesk@libher.suffolkcc.gov.uk).
13 All exemptions claimed must be explained and justified against the requirements of the Act and will need to be reviewed by a multi-disciplinary team set up for the purpose, to ensure that these decisions are both correct and consistent.

Penalties

14 Should anyone asking for information be dissatisfied with our response, they must first complain to the County Council.  If they remain dissatisfied they may then complain to the Information Commissioner who will issue a decision notice.  
15 If the Commissioner thinks that the authority has failed to comply with any other aspect of the Act, he can issue an enforcement notice.  
16 If the Council fails to comply with the terms of either notice it may be dealt with as a contempt of court.  The penalty for this is up to two years in prison or an unlimited fine imposed on the authority or any officer or agent of the authority.
17 If the public authority or officer or agent of the authority is found guilty of destroying or concealing information to prevent disclosure, they will be subject to a fine not exceeding £5,000.
Appendix B

Freedom of Information & Records Management Policy & PRACTICE

AUG 2004

1
Scope

1.1
This policy reinforces the council's commitment to public access to information and the efficient and effective management of its records to support open government. It also supports the implementation of the Codes of Practice issued by the Lord Chancellor’s Department on managing records and dealing with requests for information under the Freedom of Information Act 2000. 

1.2
The council also has a statutory duty under Section 224 of the Local Government Act 1972 to make “proper arrangements” for the records it creates. And it is required by other legislation to make certain records accessible to the public, to prevent the unauthorised disclosure of personal data and to keep records for defined periods of time. 

1.3 Although records are often hand-written or printed, this policy also applies to records held in an electronic format (such as email, Word, Excel and database files) and all sound and image (still and moving) recordings in all formats. The International Standard for Records Management (ISO 15489) defines records as “information created, received and maintained as evidence and information by an organisation, in pursuance of legal obligations or in the transaction of business”. Not all manual and electronic documents are records.
1.4 This policy applies to all council employees (including those working within Customer Services Direct Ltd) and to councillors creating records whilst conducting council business.

2
Objectives

The objectives of this policy are:

2.1
To increase democratic accountability and to make the council decision-making processes more transparent to our citizens.

2.2
To support the delivery of more efficient and effective frontline services by providing timely access to full and accurate records.

2.3
To minimise accommodation and information storage costs by ensuring the timely and secure disposal of expired records. 

2.4
 To help comply with the legal requirements for records management and protect the council and its employees against litigation.

2.5
To support the Corporate Information Security Policy.

2.6
To safeguard the council's vital records and support business continuity.

2.7
To support the long-term preservation of the council’s archival records.

2.8
To ensure that the council’s publication scheme is accessible, comprehensive and accurate, and that it is regularly reviewed.
2.9
To facilitate the disclosure of information covered by the Freedom of Information Act by setting out good administrative practices to be followed when the council handles requests for information.

2.10
To protect the interests of enquirers by setting out standards for the provision of an effective means of complaining about decisions taken under the Freedom of Information Act.

3
Actions

3.1
Records Management

The council will:

3.1.1 Create full and accurate records as evidence of business activities and transactions.
3.1.1.1 Establish a template for formal reports so that document authors can apply relevant exemptions where applicable.
3.1.1.2 Ensure that minutes of meetings record the relevant business considered, facts noted, the decision taken and its rationale. 

3.1.1.3 Record individual contributions at a meeting only when an individual expressly requests it and the meeting agrees that the contribution should form part of the minutes of the meeting.

3.1.1.4 Ensure where possible that all minutes of meetings are segregated into exempt and non-exempt sections.

3.1.2 Organise records coherently and consistently to assist retrieval, collecting appropriate background information (e.g. ownership details) where our record keeping systems permit.
3.1.3 Store electronic and manual records in an efficient and effective manner throughout their life, from creation through to disposal.
3.1.4 Apply appropriate security and access controls to records to prevent unauthorised disclosure of council information.
3.1.5 Dispose of records according to the Corporate Records Retention Policy e.g. promptly destroy drafts, working papers and correspondence, including emails, when they are no longer needed by the organisation.

3.1.6 Transfer records worthy of permanent preservation to the Suffolk Record Office.

3.2
Publication Scheme

The council will:

3.2.1 Consult with residents and businesses on the structure and format of the publication scheme, ensuring clarity and accessibility.

3.2.2 Make the publication scheme readily available via contact and service centres, libraries, the council website and other appropriate channels.

3.2.3 Promptly deliver all information requested through the publication scheme, ideally by the next working day, but within the maximum of 20 working day limit

3.2.4 Maintain the accuracy of the publication scheme and regularly add new material in light of requests for information not covered by the scheme.

3.3
Requests for Information not included within the Publication Scheme 

The Council will:

3.3.1 Establish an effective communications channel and information-handling protocols between CSDL, Information Agents, Strategic Information Agents and the Corporate Information & Records team to satisfy requests for information (see Section 4 below).


3.3.2 Inform the enquirer of any charges soon after a request is made. 

3.3.3 Set charges within the limits defined by law.

3.3.2
Satisfy all written requests for information within 20 working days of receipt (or from receipt of payment of the charge).

3.3.3
Ensure that the interests of third parties who may be affected by any decision to disclose information are considered by the council. 

3.3.4
Provide a full explanation when exemptions to the release of information apply.

3.3.5
Ensure that the Data Protection Act and Environmental Information Regulations are followed when dealing with requests involving personal or environmental data.

3.3.6
Provide advice and assistance to the enquirer, even when the council is not the appropriate organisation to contact.

3.4
Complaints

The council will:

3.4.1 Acknowledge, investigate and fully respond to all complaints relating to a request for information according to the corporate complaints process.

4
roles and responsibilities

In order to support this policy, the council will:

4.1
Nominate a Head of Corporate Information and Records responsible for the provision of corporate electronic and manual records storage, retrieval and disposal facilities (The Records Management service); the promotion and co-ordination of best practice in information and records management within directorates; the review and implementation of the Corporate Records Retention Policy; gathering and disseminating information and issues relating to the Freedom of Information Act and related legislation; ensuring adoption of this policy; liaison with the Information Commissioner’s Office; instigation of regular audits and updates to the publication scheme; ensuring requests for information and related complaints are handled appropriately; monitoring that directorates implement the policy appropriately using established standards and procedures. 

4.2
Establish a Scheme of Information Management for each directorate, clearly defining the responsibilities and delegated powers for managing information. 

4.3
Nominate a Strategic Information Agent for each directorate responsible for implementing information and records policies, maintaining Environmental Information Regulations, Data Protection and Freedom of Information compliance (including handling requests for information), and co-ordinating business with the Records Management Centre. Strategic Information Agents will appoint an Information Agent for each service area who will be trained in information management and act as an “information champion” and first point-of-contact at the operational level.

4.4
Establish a multi-disciplinary FOI team that can be called together at short notice and decide which exemptions apply to the disclosure of information in complex cases e.g. in determining the public interest. This team will include representatives from Legal, Communications, Audit, Democratic Services, Corporate Information & Records and the Corporate Management Team.

4.5
Ensure that all staff and third parties acting on the council’s behalf understand their record-keeping and request-handling responsibilities under the Environmental Information Regulations, Data Protection and Freedom of Information Acts, and that they receive the appropriate policy guidance, training, instruction and supervision so that they perform these duties effectively and consistently.
4.6
Ensure that all contracts and service level agreements between the Council and external third parties include explicit records management responsibilities, provide for the return or maintenance of records at the end of the contract and make reference to the Environmental Information Regulations, Data Protection and Freedom of Information Acts as appropriate. The Council must also consider the implications for Freedom of Information before agreeing to confidentiality provisions in contracts and accepting information in confidence from a third party more generally.

4.7

Scrutiny and Monitoring will review this policy every 12 months and regularly audit compliance. 

Appendix C

DESCRIPTION OF POLICIES MENTIONED IN THIS REPORT

1. Corporate Information Security Policy.  The Chief Officers Management Board approved the current Information Security Policy in December 1996.  It was updated and revised by the Chief Executive in October 2000 and covers the following key areas:

· The Management of Information Security

· The Allocation of Responsibility for Information Security

· Staff Training

· Incident and Issue Reporting and Monitoring

· The Deployment and Use of Virus Controls

· Business Continuity Planning

· Software Copyright and Licensing

· Information Protection

· Data Protection Act

· Monitoring and Audit

2. Corporate Records Retention Policy. This is based on best practice issued by the Local Government Group of the Records Management Society in 2003 (available at http://www.rms-gb.org.uk/uploads/Retention.pdf), and was approved by the Corporate Management team in September 2003.
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