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Anti -Fraud and Corruption

Brief summary of report

1. This annual report explains the arrangements in place within the Council to
develop a culture where fraud and corruption is not acceptable.

2. Anti-fraud and corruption strategy forms an important part o f the Counci
corporate governance and internal control framework.

3.  The report will provide a summary of reactive and proactive fraud-related work
undertaken by Audit Services throughout 2015, and an evaluation of the
adequacy of t he Cuwrenh topnter Cfraudn arrangeéments, ¢
including actions arising for consideration.

Action recommended

4. The Committee is requested to raise any points of clarification required and
then form a conclusion on how the anti-fraud and corruption arrangements,
including proactive work and initiatives, are working within the Council.

Reason for r ecommendation

5. The information has been assembled to allow the Committee to be able to form
a view that the arrangements in place for fraud and corruption are such as to
minimise the risk to service delivery.
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Alternative o ptions
6. None

Who will be affected by this decision?
7.  All stakeholders

Main body of r eport

8. The Council has a zero tolerance to fraud and corruption in carrying out its
responsibilities.

9. The Coun cctatioh af praoety and accountability is that Councillors and
staff at all levels will lead by example in ensuring adherence to legal
requirements, rules, procedures and practices.

10. The Council also expects that individuals and organisations (e.g. suppliers,
contractors, partners, and service providers) with whom it comes into contact
will act towards the Council with integrity and without thought or actions
involving fraud and corruption.

The National Picture

11. The European Institute for Combatting Corruption & Fraud (TEICCAF) reports
on national, regional and local fraud detection by English councils. Their report
titled ‘“Protecting the -ERggthg Braud againstl i c Pu
English Councils’ considers the key fraud risks and pressures facing councils
and related bodies and identifies good practice. The report highlighted that
fraud valuing £207 million was detected b
million in 2013/14), an increase of 11%. Much of this relates to housing and
council tax-related fraud.

The County Council

12. For detected fraud, when compared to the national picture for County Councils,
Suffolk County Council is below average. There were eight detected cases
classified as fraudulent activity for 2014/15 (County Council average = 25), with
a total detected value of £73,947 (County Council average = £104,039). This is
shown in Appendix A.

13. Detected fraud is indicative, not definitive, of counter-fraud performance, and
prevention and deterrence should not be overlooked.

14. In his annual report of the Audit Committee to full Council on 10 December
2015, the Chair of the Audit Committee highlighted the importance in having
high standards of conduct and the essential role of strong leadership, together
with the need for an organisational culture where its people insist on doing the
right thing.

15. It is deeply unfair to allow opportunist fraudsters and / or organised criminals to
steal money that should be used for frontline services, especially at a time
when difficult economic decisions are being made within the public sector.
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16.

17.

18.

19.

Therefore it is important that strong controls and processes are maintained.
Everybody within the Council has the responsibility to tackle and stop fraud.

Protecting the Public Purse 2015

TEI CCAF' s 20tlke®d ' Rreqptoadt ithig the Engl+ sh

Fighting Fraud against English Councils’ includes a fraud checklist which has
been completed and is shown as Appendix B. Whilst, the results show that
assurance can be taken that the Council has governance and counter-fraud
principles and arrangements in place that are fit for purpose and working as
intended, there is work to be done across the Authority on how fraud risks at a
Directorate and Service level are considered and managed.

CIPFA Code of Practice for Counter Fraud

Published in October 2014, the CIPFA Code of Practice on managing the risk
of fraud and corruption (the Code) sets out the principles that define the
governance and operational arrangements necessary for an effective counter
fraud response.

Applicable to all public services organisations, the five key principles are to:

1) Acknowledge the responsibility of the governing body for countering
fraud and corruption;

2) ldentify the fraud and corruption risks;

3) Develop an appropriate counter fraud and corruption strategy;
4) Provide resources to implement the strategy; and

5) Take action in response to fraud and corruption.

An assessment tool designed by CIPFA to help public sector organisations
measure their counter-fraud arrangements against the Code, has been used by
the Head of Audit Services to assess the County Council. The results for the
County Council are:

Principle CIPFA Tool Summary Score

Acknowledge | The leadership team is acknowledging the risks and 60%
Responsibility | demonstrating positive leadership to help build an anti-
fraud culture and proactively manage risk. There are
some areas where more could be done on a regular
basis to ensure the focus is maintained and to publicly
demonstrate the C 0 u n aitilfraud commitment.

Identify Risks | The Council needs to do more to identify the risks of 32%
fraud and corruption that it faces. Included within the
fraud risk assessment should be consideration of the
harm fraud or corruption could cause, particularly in
relation to its principal activities. Arrangements for
fraud risk reporting need to clearly identify the risk
owners and provide for regular monitoring. Risk
assessments should be kept current and take account
of published data relevant for the sector or organisation

type.
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20.

21.

22.

23.

Principle CIPFA Tool Summary Score

Develop a The organisation has put in place a strategy to address | 59%
Strategy its fraud and corruption risks and it includes proactive
as well as responsive approaches. There are some
areas where more could be done to ensure that the
organisation’s strategy i ¢
the organisation and provides for clear leadership,
review and oversight.

Provide The organisation has put in place appropriately skilled 63%
Resources resources and reviews its resourcing needs. There are

some areas where more could be done to ensure that

its counter fraud capability is able to operate effectively

across the organisation and collaborative

arrangements.

Take Action The organisation is proactive in addressing its fraud 67%

risks and takes appropriate action to referrals. It has

put in place arrangements to provide assurance and
accountability over its performance and so is able to

identify its strengths and weaknesses. There are some

areas where improvements can be made to the

effectiveness of its arrangements and to ensure they

fully address the scope of the counter fraud strategy.

Overall Score | 56%

Appendix C sets out, graphically, the results for the County Council for each
key principle.

Overall, the assessment concludes that the County Council has reached a
basic level of performance against the Code (56%). This includes having
adequate arrangements in place against most of the performance criteria that
are fundamental to the management of fraud and corruption risks. There are a
number of key areas where performance should be improved before a good
standard of performance can be achieved. Overall, the County Council needs
to do more to ensure its resilience against fraud and to support good
governance.

As a result of the assessment, Audit Services plans to further promote fraud
awareness throughout the Council; in particular with regard to responsibilities
and the assessment of fraud risk within directorates.

The Risk of Fraud

A corporate fraud risk is includedont he Aut hority’s Ri sk

risk that the Council does not have, or does not implement, the appropriate
controls to prevent, detect, deter or respond to fraud with a result of financial

loss, criticism from the External Auditor, and damaget o r eput ati on. ”
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24.

25.

26.

27.

28.

29.

30.

In practice, the Counci |l s mitigati ng c onolude debrs
policies and procedures available to all staff; specialised / qualified staff to
identify and investigate potential areas of fraud; compliance with the National
Fraud Initiative (NFI); and a sound internal control environment as
demonstrated by internal and external audit opinions and the most recently
published Annual Governance Statement (AGS).

However, whilst there are mitigating controls in place to manage the risk of
fraud, this can never be removed compl et el y. The
Regulations give responsibility for the development and maintenance of an
Anti-fraud and Corruption Strategy to the Director of Resource Management.
Directors are responsible for ensuring that this policy is implemented within
their Directorates.

The assessment tool results referred to in paragraph 19, show the Council
needs to do more to identify the risks of fraud and corruption that it faces at a
Directorate and Service level. Fraud risk assessments of principal activities
should be undertaken and these should be routinely re-assessed when new
operations or changes occur. There will be a focus from Audit Services during
2016 to ingrain a fraud risk culture across the organisation.

Policies and Procedures

The Council is committed to ensuring that any opportunity for fraud and
corruption is minimised. It adopts a culture in which all of its employees can
help the organisation maintain a proactive attitude towards preventing fraud
and corruption by reporting corrupt, dishonest or unethical behaviour. This is
supported by an:

1 Anti-Fraud and Corruption Strategy;
1 Anti-Money Laundering Policy;

1 Whistleblowing Policy;
1

Fraud Response Plan; and other guidance available to all through the
Council web facility.

The Head of Audi t Services has carri

and procedures for preventing fraud and corruption and has deemed them to
be fit for purpose.

Internal Audit Services

Fraud and Corruption risks are identified as part of the planning process and
contribute to the overall formation of audit coverage.

Whilst it is not a primary role of an internal audit function to detect fraud, it does
have a role in providing an independent assurance on the effectiveness of the
processes put in place by management to manage the risk of fraud. Audit
Services can do additional work, but it must not be prejudicial to this primary
role. Activities carried out include:
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31.

32.

33.

34.

35.

36.

37.

a) investigating the causes of fraud;

b) reviewing fraud prevention controls and detection processes put in place by
management;

c) making recommendations to improve those processes;

d) advising on what, if any, legal advice should be sought if a criminal
investigation is to proceed;

e) using internal specialist knowledge within Audit Services, or bringing in any
specialist knowledge and skills that may assist in fraud investigations, or
leading investigations where appropriate and requested by management;

f) responding to whistleblowing allegations;
g) considering fraud risk in every audit; and
h) having sufficient knowledge to identify the indicators of fraud.

Audit interrogation software is utilised across a range of audits. This can lower
the cost of analysis, add more quality to the work of Audit Services, and meets
the professional requirements regarding fraud and internal controls. This
software can read, display, analyse, manipulate, sample or extract from data
files from almost any source.

Two me mber s of Audi t Ser vi d €ertificiten Ind
Investigative Practice.

National Fraud Initiative (NFI)

The NFI is an exercise that matches electronic data held within and between

public and private sector bodies to prevent and detect fraud. All mandatory
participants, including the Council, must provide data for matching with other
local government organisations.

The NFI exercise takes place every two years, with the latest data extraction
being completed in October 2014. This included payroll, pensions, insurance,
private supported care homes, concessionary travel passes, blue badges,
creditors and, for the first time, direct payments.

A significant level of work has been carried out by Audit Services on the
2014/15 NFI output. This has seen in the region of £340K being recovered for
the County Council, in addition to work undertaken to assist services in the
improvement of controls and systems.

There are two main areas arising as a result of the NFI work. The majority of
the £340k relates to cases where a resident has died, but the County Council
either has not been notified or records were not updated so, as a result, it
continued to make payments. In some cases, these dated back up to one year.
The other area relates to the duplicate payment of invoices.

It should be noted that resource levels do not allow all NFI matches to be
investigated and an assessment of those that appear to be of a higher risk for
examination has to be carried out.
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38.

39.

40.

41.

42.

43.

Proactive Fraud Work

In December 2015, the County Council, in partnership with Ipswich Borough
Council and the East Suffolk Districts, carried out a joint Blue Badge
Enforcement Day in Ipswich. The exercise identified both the use of invalid
badges and the misuse of badges and action is currently being taken as
necessary. The results of this exercise were publicised (see Appendix D) and
similar exercises in Ipswich and across the County in partnership with other
Borough and District Councils will be carried out in the future.

Approximately £1,200 in overpayments was recovered following a piece of work
which identified over-claims of sight tests / glasses. This resulted in a
communication from the Director of Resource Management to all staff setting
out the guidance for the claiming of sight tests / glasses (see Appendix E).

Throughout 2015, various forms of fraud awareness across the County Council
have been delivered by Audit Services. For example:-

a) Communications to all County Council staff upon the conclusion of both
reactive and proactive fraud work (see Appendix F).

b) Communications to all County Council staff reminding them of their
responsibilities regarding fraud and bribery (see Appendix G).

c) The Head of Audit Services attended all Directorate Management Teams
to discuss fraud related activities and the need to be notified of any
circumstances suggesting the possibility of an irregularity which affects

t he County Council’”s assets or interest

d AResource Management ‘marketpl ace’
awareness.

e) A new whistleblowing poster, designed by Audit Services, is displayed
throughout Council premises. This is aimed at raising awareness of the
whistleblowing procedure and encouraging concerns to be raised (see
Appendix H).

Reported Irregularities

The size and complexity of the County Council means that some irregularities
are inevitable and therefore, in addition to assurance work, a number of special
investigations were needed throughout 2015.

In addition to the reporting of simple thefts during 2015, there were also
irregularities where systems / processes and regulations were found not to be
functioning as originally proposed, resulting in loss to the Council of money and
/ or resources. This resulted in having to direct audit resources to investigate
and ascertain evidence for these, elements of which have proved time
intensive. Where appropriate, these were reported to the Police by Audit
Services and an element of further support to the Police was required.

The numbers and types of reported irregularities deemed specifically as frauds
for 2015 are shown in the table below (2014 figures are shown in brackets for
comparative purposes).
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Fraud Type WIP B/Fwd | Number Number Number WIP C/Fwd
from 2014 | Referred Completed | Proven to 2016

Procurement 4 (0) 3(4) 7 (0) 4 (0) 04

Insurance 1(1) 0 (0) 1(0) 1(0) 0(1)

Social Care 0 (0) 9 (0) 7 (0) 0 (0) 2 (0)

Economic and 1(3) 1(4) 2 (6) 1(1) 0(1)

Third Sector

Support

Debt, Pension and 0 (0) 1(0) 1(0) 1(0) 0 (0)

Investment

Payroll and 0 (0) 2 (0) 2 (0) 1(0) 0 (0)

Employee Contract

Fulfilment

Expenses 0 (0) 2(2) 1(2) 1(1) 1(0)

Abuse of Position 2(2) 6 (2) 6 (2) 2(2) 2(2)

Theft / Loss of 2 (1) 6 (2) 8 (1) 1(0) 0(2)

Equipment

Other 1(0) 6 (4) 6 (3) 2 (0) 1(2)

Total 11 (7) 36 (18) 41 (14) 14 (4) 6 (11)

T E | C C Adfinitens df the fraud types are set out in Appendix I.

2015. These include:
1)  Thefts of cash;

2)  Thefts of personal items, assets, and intellectual property;
3) A misuse of

IT during working hours,

44. A wide range of irregularities have been reported to Audit Services throughout

including accessing
inappropriate websites and excessive personal use;

4) A member of staff driving without a valid UK driving licence;

5) Staff submitting invoices for work undertaken during salaried working

hours;

6) Nepotism during a recruitment process;

7) External fraudulent activity on a procurement card;

8) The invoicing for services that have not been delivered,;

9) Misuse of direct payments;
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45.

46.

47.

48.

49.

50.

51.

10) A member of staff receiving payments for hours not worked;

11) A business making claims as part of the small grants fund when the
business had actually ceased trading; and

12) Misuse of Pyramid Funding held by a school.

The investigation work undertaken by Audit Services has resulted in disciplinary
action in some of the cases detailed above. Action taken has included written
warnings, competency training and dismissal.

The Head of Audit Services will continue to carefully monitor the number of
alleged irregularities to ensure that there is not an issue developing as a result
of changes within the organisation.

Audit Resources

The deployment of Audit Services resources includes an allowance to
undertake irregularity investigations, NFl-related work, and proactive anti-fraud
and corruption work.

The time spent on reactive fraud work continues to increase, due both to the
complexity (including Police and investigator assistance) and quantity. This
has impacted on the capacity to undertake more proactive fraud-related work
which, when carried out, has highlighted issues, of both a fraudulent and
erroneous nature.

Transparency Agenda

A requirement of the 2015 Local Government Transparency Code, published by
the Department for Communities and Local Government in February 2015, is
that Local Authorities must publish data on fraud on an annual basis.

The data relating to 2015, which will be published in February 2016, is shown
as Appendix J.

Conclusion

The County Council still has a sound framework in place. However, there is a
need to ensure that resources are targeted at the areas of greatest risk as they
relate to Suffolk.
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Sources of F urther | nformation

a)
b)
c)
d)
e)

f)

9)
h)

Financial Control Standards
Anti-Fraud & Corruption Strategy
Anti-Money Laundering Policy
Whistleblowing Policy

Bribery Policy

Protecting the Public Purse 2015 — Fighting Fraud Against English
Councils

CIPFEA Code of Practice — Managing the Risk of Fraud and Corruption

Local Government Transparency Code 2015
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http://www.teiccaf.com/wordpress/wp-content/uploads/2015/07/Protecting-the-English-Public-Purse-2015.pdf
http://www.teiccaf.com/wordpress/wp-content/uploads/2015/07/Protecting-the-English-Public-Purse-2015.pdf
http://www.cipfa.org/services/networks/better-governance-forum/counter-fraud-documentation/code-of-practice-on-managing-the-risk-of-fraud-and-corruption
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/408386/150227_PUBLICATION_Final_LGTC_2015.pdf

APPENDIX A

Total detected cases and value

Total detected cases and value

160 £700,000

140 £600,000

120
@ £500,000 &
& 100 =
o £400,000 >
= 80 o
° £300,000 ©
2 60 =
S .o £200,000 A

20 £100,000

0 | O m - £

County councils

== Detected cases —@-— Detected value

Your council - Total number of detected cases: 8. Total detected value: £73,947.
County council average per council — Detected cases: 25. Detected value: £104,039.

Sponsored by TEICCAF E‘EEE.,T

<intecforbusiness

software solutions provider Tackling public & vokmiary sector comuption, fraud & money kamdering
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APPENDIX B

Checklist for Councillors and Others responsible for Governance

General

Yes

No

Comment

1. Do we have a zero tolerance
policy towards fraud?

v

Within the Anti-Fraud
and Corruption Strategy

2. Does our fraud and corruption
detection results demonstrate that
commitment to zero tolerance?

v

Suffolk'™s de
rate for 14/15 is below
the average for County
Councils.

3. Do we have a corporate fraud
team?

Uncommon for County
Councils to have
dedicated resources.
Audit Services staff work
on counter fraud issues.

4. Does a councillor have portfolio
responsibility for fighting fraud
across the council?

CllIr Smith is the Cabinet
Member for Finance

5. Have we assessed our council
against the TEICCAF fraud
detection benchmark analysis?

6. Does that benchmark analysis
of fraud detection identify any
fraud types which we should give
greater attention to?

Proactive work has
already been done on
blue badge and social
care fraud since the
14/15 results

7. Are we confident we have
sufficient counter-fraud capacity
and capability to detect and
prevent non-benefit (corporate)
fraud, once the Single Fraud
Investigation Service (SFIS) has
been fully implemented?

The establishment of
SFIS will not really affect
theCounty Counci
capacity and capability.

8. Do we have appropriate and
proportionate defences against
the emerging fraud risks, in
particular:
1 Right to Buy fraud
1 No Recourse to Public
Funds fraud.

Right to Buy — not
applicable.

No Recourse to Public
Funds — proactive audit
work on this area
planned in 2016.
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APPENDIX C
CIPFA Code of Practice for Counter Fraud i Assessment Tool Results
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N Managing the Risk of Fraud and Corruption. This includes having adequate arrangements in place
—_—— against most of the performance criteria that are fundamental to the management of fraud and
Take corruption risks. There remain a number of key areas where performance should be improved
X before a good standard of performance can be achieved. Overall the organisation needs to do more
Action to ensure its resilience against fraud and to support good governance.
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The arganisation hasreached a good level of performance against Principle A of the CIPFA Code of
Practice on Managing the Risk of Fraud and Corruption. The leadership team is acknowledging the
risks and demonstrating positive leadership to help build an anti-fraud culture and proactivel
manage risk. There are some areas where more could be done on a regular basisto ensure the
focus is maintained and to publicly demonstrate the organisation’s anti-fraud commitment.

<— Weaker Stronger —»
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APPENDIX C

CIPFA Code of Practice for Counter Fraud i Assessment Tool Results
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APPENDIX C

CIPFA Code of Practice for Counter Fraud i Assessment Tool Results
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APPENDIX D

Font Size: A+ Page Colour: A
m n . :

County Council Search suff

Home » Council and democracy » Council news » Blue badge fraudsters fined in council crackdown

Blue badge fraudsters fined in
council crackdown

Published 5 Jan 2016

Three blue badges have been seized, and six people fined in Ipswich town centre following a blue badge enforcement
day.

The day was arranged in partnership by Suffolk County Council, Ipswich Borough Council and the East Suffolk Districts.

Parking officers took the street to crack down on incorrect and fraudulent use of the disability scheme. In total 148
badges were checked with eight expired badges handed in and three in-date badges seized for misuse.

Six Penalty Charge Motices were issued for related offences - including non-badge holders parking in disabled bay and
a badge holder remaining in bay over the 3 hour time Limit.

Clir Rebecca Hopfensperger Suffolk County Council’s cabinet member for Adult Care said:

"l am aware that the majority of blue badge holders use their badges responsibly and in accordance with the rules;
however this operation has shown clear examples of blue badges still being used for the convenience of people who
are not entitled to them.

“These cases demonstrate fraudulent use of the badge with vehicles being parked dishonestly in designated disabled
bays. This of course prevents genuine badge holders, people actually in need of help, from using them.

“Drivers should consider the problems this misuse causes for people with genuine need. If we catch drivers using blue
badges without the named holder present, we will prosecute.

“| am also pleased that a number of blue badge holders and members of the general public commented on how pleased
they were that the enforcement day was being undertaken.”

ClIr Philip Smart, Parking services and the Environment portfolio- holder at Ipswich Borough Council said:

"We were pleased to take part with our colleagues at the County Council to ensure that only people who need blue
badges are given them.

"This was a successful crackdown and is evidence that we will not tolerate fraud.”
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APPENDIX E

Wb' ‘ EEREREEEY l | » our council
Wse the search %o Find people, phone numbers and pages on mySCC. » SCCwebsite

Good morning, Peter Click here For askHR quenies.
take a look MySCC = mySCC News > Let's be clear on eye test and glasses claims
' .
policy update: Let's be clear on eye test and glasses claims
> spending review
special edition Audit Services have recently carried out an investigation into expense claims for eye tests and glasses. A number of overclaims were found and staff have been

chat with Chief contacted to arrange repayment.
3

Executive

use mySCC more The guidance on eye test and glasses claims states that:
effectively

have you seen the
» mini staff survey « A maximum of £30 can be claimed for the cost of an eye test
results yet?

top pages « A maximum of £50 can be claimed towards the cost of glasses

» book a room

recently added to

noticeboard Managers should not authorise claims that exceed these and the eye test claim form should be signed by the optician to validate any claim. You can find full

F my learning guidance and the claim form on AskHR:

tools to help me in

my job
- + Eye test claim guidance
MY favourites Y g
Coming soon... « Glasses claim quidance

»  Eye Test Form

(V.

The Section 151 Officer, the Head of HR, and the Head of Audit Services would like to take this opportunity to remind staff that SCC has a zero tolerance to
fraud policy. Any suspected fraudulent activity will be fully investigated and action taken through both disciplinary and criminal routes.

- Geoff Dobson, Sally Marlow and Peter Frost
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@Suffolk

County Council

Dear Colleague,

Two ex SCC employees have recently appeared at Ipswich Crown Court following
extensive investigations by both Audit Services and Suffolk Police.

One pleaded guilty to fraud by abuse of position in December 2014. The individual was
given a 12 months custodial sentence, suspended for 12 months and 240 hours of
community service.

The other pleaded guilty to five offences of fraud by abuse of position in February 2015
and was given a 10 month immediate custodial sentence.

Following identification of the frauds both employees were investigated using the HR
Disciplinary process and had been dismissed on the grounds of gross misconduct.

A range of different types of proactive counter fraud work are undertaken by Audit
Services each year. Examples include travel and subsistence, eye tests, and postal
services.

As part of this work, audit interrogation software is utilised to examine the County
C o u n anfotmat®n.

Any non-compliance will result in the appropriate action being taken. This can range
from internal disciplinary investigation to notification to the Police.

The Director of Resource Management and Head of Audit Services would like to
take this opportunity to remind staff that SCC has a zero tolerance to fraud. Any
suspected fraudulent activity will be fully investigated and action taken through
both the disciplinary and criminal routes.

You are responsible for your own actions.
Thank you for your cooperation in preventing fraud.

All policies and procedures relating to fraud and corruption can be found on the Audit
Services web page.

Geoff Dobson, Director of Resource Management
Peter Frost, Head of Audit Services
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Use Phe ssanch %o Find people, phone mumbers and pages onmySCC, > SCCwebsite
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take a look MySCC > mySCC News > Protect yourself from fraud this Christmas

policy update:
¥ spending review
special edition

chat with Chief
Executive

use mySCC more
effectively

have you seen the
¥ mini staff survey
results yet?

top pages
¥ book a room

N recently added to
noticeboard

¥ my learning

tools to help me in
my job

MY favourites

Coming soon...

—

Protect yourself from fraud this Christmas

It's that time of the year when it's the season to be jolly. Unfortunately, not everyone is. Here are 12 Fraud Risks of Christmas to help keep you and the County

Council protected from fraud and bribery.

1. On the first day of Christmas, a supplier gave me a gift (or was it a bribe?)
Remind yourself and your staff of the policy on gifts and hospitality.

2.0n the second day of Christmas, someone sent to me, an e-card
Before getting too excited, check to see where it has come from. If it is from someone anonymous, delete it from your inbox and deleted items in case it is
infected.

3. On the third day of Christmas, a member of staff gave me their expenses form

Double check to ensure all purchases and expenses are correct and in-line with our policies.

4. On the fourth day of Christmas, staffing shortages gave me a breakdown in the segregation of duties
Fraudsters hit at Christmas and peak holiday seasons, hoping to get past checking and authorisation controls...check drops in staffing levels do not open
opportunities for fraud.

5. On the fifth day of Christmas, a colleague gave to me, their password in case there might be any problems over the holiday period
Passwords must never be shared. never!

6. On the sixth day of Christmas, | sent my personal Christmas cards through the official mail
Staff must not be tempted to send their own post via the Council's mail system.

7. On the seventh day of Christmas, a prospective employee gave me their brilliant CV
The UK has one of the highest rates of CV fraud in the world. Fraudsters will use seasonal demands for part-time staff/agency workers etc. to slip through pre-
employment screening.

8. On the eighth day of Christmas, a supplier gave me their changed bank account details. Mandate fraud is still a significant risk

Check, check and check again who you are dealing with. Make sure staff (especially temporary staff) are made aware of Mandate fraud and how to prevent it

9. On the ninth day of Christmas, someone offered me a lot of money to steal personal data so they could use it to de-fraud members of the public
Data is worth as much as cash these days..what may seem petty can be very valuable in the wrong hands. Keep data secure and in accordance with our IT
policies.

10. On the tenth day of Christmas, a supplier gave to me, an invoice with inflated timesheets charged to it
Staffing levels drop over Christmas - some unscrupulous suppliers/contractors may see this as an opportunity to try and slip things past you. Ensure all staff

(especially temporary staff) are aware of what checks need to be made and why they are so important.

11. On the eleventh day of Christmas, | gave myself a real headache... | left my wallet/handbag and laptop unattended in a bar
It's all too easy to let thieves steal your belongings. If it is credit/debit cards and any electronic media, chances are, they will be used for fraudulent activities.
Keep your belonging safe — don't take laptops etc. out with you on a night out after work.

12. On the twelfth day of Christmas, | got in trouble with my organisation because | ignored the above...

Trust is not a control and it's your responsibility to ensure fraud does not happen because of your failure to adhere to policies and procedures.
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Good morning, Peter

Click here For asKHR queries.
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special edition
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Coming soon...
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Are you familiar with SCC's Anti Bribery Policy?

Bribery is not always obvious, and sometimes it's cloaked in goodwill. It's these subtle vanations of approach and behaviour, which often cause individuals and
organisations to fall foul of the UK Bribery Act 2010. Frequently the issue is not the bribe itself, rather the back-story, context, form and language in which it is
dressed. This is especially the case in situations where it is neither clear nor obvious what the risk or threat is.

Identifying and being aware of red flags’ in behaviour will help individuals to notice whether what is being suggested is a bribe or not. So, when dealing with

clients, developers, customers or contractors, what can you do to avoid being exposed to a potential bribe?
In essence, it's about being professional and taking care, which means DONT:

« Agree to meet alone

» Allow over-familiarity

+ Give out your personal mobile number

» Meet informally outside working hours and away from your organisation’s premises (and certainly don't do so without getting formal approval)

+ Allow too frequent contact or over familiarity that may be acceptable with friends, colleagues and family but not from people with whom you only have a
commercial relationship

» Discuss your private life, or social or recreational interests of you or your partner

+ Accept offers, discounts or other services or products by the client, customer or contractor

+ Accept hospitality, gifts etc,, you yourself wouldn't pay for from your own pocket

» Do anything that makes you feel uncomfortable, obligated or might be open to misinterpretation or might be difficult to explain to your manager, a
journalist or an investigator.

Find cut more in SCC's Anti Bribery Policy
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Whistleblowing!

Do you know of any activity taking place within the
County Council that is:

¢ unlawful;

¢ against Suffolk County Council’s Standing
Orders or policies; or

 falls below established standards of practice; or
¢ amounts to improper conduct?

Then we would encourage you to raisa your concerns using the SCC Whistleblowing Procadura
You can do this without fear of reprisal or victimisation.

For further advice, please contact:

Monitoring Officer

Assistant Director (Scrutiny & Monitoring)
Telephone: 01473 264246
tim.ryder@suffolk.gov.uk

Human Resources on askhr.suffolk.gov.uk

The Council, your colleagues and the public
may be at risk if you don’t take action.
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TEICCAF Definition of Irregularity Types

Fraud Type Definition

Procurement Any fraud linked to the false procurement of goods and services for the
organisation either by internal or external persons or companies
including, but not limited to: violation of procedures; manipulation of
accounts; records or methods of payments; failure to supply; failure to
supply to contractual standard.

Insurance Any insurance claim against the orga
insurers that proves to be false.

Social Care

This type of fraud is when a person who receives social care services: is
dishonest about their financial status; misuses direct payments provided
to pay their care.

The most common types of social care fraud include: keeping money that
has been claimed to pay for a carer; submitting false evidence that a
direct payment is being used on care; being dishonest about financial
circumstances when asking for social care support; not informing when a
service user has died, and keeping their personal budgets; a person
abusing their position of care to take money from a vulnerable person.

Economic and
Third Sector
Support

Any fraud that involves the false payment of grants, loans or financial
support to any private individual or company, charity, or non-
governmental organisation including, but not limited to: grants paid to
landlords for property regeneration; donations to local sports clubs; loans
or grants made to a charity.

Debt, Pension
and Investment

Debt: any fraud linked to the avoidance of a debt to the organisation
including, but not limited to: council tax liabilities; rent arrears; false
declarations; false instruments of payment or documentation.

Pension: any fraud relating to pension payments including, but not limited
to: failure to declare changes of circumstances; false documentation; or
continued payment acceptance after the death of the pensioner.

Investment: any fraud relating to investments including, but not limited to:
the fraudulent misappropriation of assets; or loss through breach of
procedures.

Payroll and This includes, but is not limited to: the creation of non-existent

Employee employees; unauthorised incremental increases; the redirection or

Contract manipulation of payments; false sick claims; not working required hours;

Fulfilment or not undertaking required duties.

Expenses This includes, but is not limited to: false declarations of mileage; false
documentation to support allowances; breaches of authorisation and
payment procedures.

Abuse of This could include frauds not reported elsewhere (the financial gain could

Position be for the fraudster or other) including, but not limited to: the

misappropriation or distribution of funds by someone taking advantage of
their position such as payments officers, bursars or finance managers; or
fraudulently securing a job for a friend or relative.
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APPENDIX J

Transparency Code 20157 Fraud i Suffolk County Council

The Transparency Code requires the annual publication of data relating

Corporate Fraud

to the Counfcaaudworke count er
Mandatory Publication Level 01% Jan to 31° Dec 2015 Notes — Additional Information
a Number of occasions that powers have been used under the The PSHF Regulations are not
Prevention of Social Housing Fraud (Power to Require 0 relevant for a County Council
Information) (England) Regulations 2014, or similar powers.
b Total number (absolute and full time equivalent) of employees a) 10 a) Absolute
undertaking investigations and prosecutions of fraud. b) 1.6 b) fte
Ten members of audit staff have
carried out fraud-related work in
some form during the year
(equivalent to 1.6 fte). One
member of Audit Services works
solely on fraud-related work.
C Total number (absolute and full time equivalent) of professionally a)2 a) Absolute
accredited counter fraud specialists. b) 2 b) fte
CIPFA Certificate in Investigative
Practice
d Total amount spent by the authority on the investigation and £74.1K Total costs, including on-costs and
prosecution of fraud. overheads, attributable to fraud
work.
e Total number of fraud cases investigated 47 Total number of potential frauds

reported and then investigated.
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