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Agenda 
item 6 

 

Police and Crime Panel 
 

31 January 2017 
 

Covering Report ï  
Cybercrime 

Summary 

1. The Panel will consider question the PCC on various aspects of the important cross-
cutting subject of óCybercrimeô. 

Focus of the agenda item 

2. Specific areas of focus by the Panel include items identified by members of the Panel 
at an informal workshop on 6 December 2016.  These are: 

i. The remit of the local Suffolk/Norfolk cybercrime unit, versus regional / national 
units. 

ii. Numbers: what is the scale of cybercrime (compared with the more traditional 
crime types)? Also, compared with other Police Force areas? 

a. Fraud (phishing, ódenial of serviceô, scams) 

b. Exploitation (grooming, webcam blackmail, etc.) 

iii. The effectiveness of the cybercrime unit:  

a. How does the PCC measure the effectiveness of the cybercrime unit?  

b. What are the results to date?   

c. What does the team cost to run?  

d. Is there the right balance and expertise of warranted officers and staff? 

iv. What priority is being given to Prevention:  

a. Education / awareness raising ï amongst young people and older people, 
and vulnerable people? 

b. Messages of how to keep safe online and where to go to get help? Is it the 
police, trading standards, voluntary community sector, the bank, a trusted 
friend? ï The (Suffolk System) message needs to be consistent 

v. Collaboration ï working with partners, including SCC Trading Standards 
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vi. Communication to the business sector about their responsibility and e-safety. 
Organisations that let security mechanisms slip are potentially opening themselves 
and their customers to attack:  

a. How can the PCC and the rest of the óSuffolk Systemô work in partnership 
with businesses to implement e-safety policies, levelling the playing field 
and getting a consistent message across?  

b. Would the PCCôs annual business crime conference be an opportunity to 
raise this issue? 

vii. Legislation relating to investigatory powers when dealing with large organisations 
such as FaceBook, eBay, Gumtree, etc. There is a clear desire from the Cyber 
Crime Team and Trading Standards for extra powers to be able to request from 
these organisations information that can lead to the prosecution of fraudsters etc. 
How will the PCC influence at a national level to start or reinforce discussions that 
may already be happening about this issue to change legislation and remove this 
barrier? 

viii. Issues / challenges / trends, and the PCCôs strategies/plans for addressing these? 

ix. Any Illustrative case studies that can be shared? 

 

Recommendations 

3. The Panel is recommended to: 

a) Have regard to all the information in this covering Report and Evidence Sets. 

b) Ask questions of the PCC, and make any recommendations to the PCC, in relation 
to the content of this Report.  

c) Make any resolutions, or identify any further actions required, in relation to the 
content of this Report and responses to questions made at the meeting. 

 

Background 

4. At the meeting of 19 July 2016 the Panel agreed to schedule this important cross-
cutting topic on its Forward work programme. 

5. At the meeting of 7 October 2016 in discussion of óThe PCCôs Performance Monitoring 
Methodology and Frameworkô, the PCC advised that additional resources were 
required to deal with the growing issue of cybercrime and that it was his responsibility 
to monitor the level of crime to ensure the necessary resources were in place.  He 
stressed the importance of prevention in this area. 

6. At the PCCôs Accountability and Performance Panel Meeting on 26 February 2016, 
there was a report produced for the PCC by the Constabulary on óHidden Harmô, which 
provided an update on the Cyber Crime Unit (Protective Services Directorate).  This 
report can be accessed online here: http://www.suffolk-pcc.gov.uk/wp-
content/uploads/2016/02/AP16_5-Hidden-Harm.pdf.  Extracts from the report are 
included for ease of reference in Evidence Set 1. 

7. Evidence Set 1 includes some cybercrime statistical data from February 2016 (ie. one 
year old).  The website http://www.actionfraud.police.uk/fraud-statistics in principle 
should provide some fraud statistics for Suffolk, however at the time of writing this 
covering report it was not displaying any data at all for Suffolk (or Norfolk), although it 

http://committeeminutes.suffolkcc.gov.uk/meeting.aspx?d=19/Jul/2016&c=Police%20and%20Crime%20Panel%20(Joint%20Committee)
http://committeeminutes.suffolkcc.gov.uk/meeting.aspx?d=07/Oct/2016&c=Police%20and%20Crime%20Panel%20(Joint%20Committee)
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf
http://www.actionfraud.police.uk/fraud-statistics
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was showing data for the neighbouring counties (Essex, Cambridgeshire, Kent).  The 
national website for crime statistics (www.police.uk) provides a detailed snap-shot of 
(traditional) crimes and anti-social behaviour at area level, however the categories 
covered currently do not include cybercrime.  Similarly the Office for National Statistics 
ONS crime and justice statistics 
(https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice#datasets) 
cover the traditional crime types but currently do not appear to separately identify 
cybercrime, however a very recent news publication (See Ref. (xiv) below) states that 
óé the Crime Survey for England and Wales included the offences for the first time in 
its annual report, which covered the year to Septemberô. Currently the performance 
reports available via the PCCôs website (http://www.suffolk-pcc.gov.uk/about-
us/monitoring-performance) do not include any cybercrime statistics. 

8. At the Panel informal workshop on 6 Dec 2016 there was some background 
information provided to members by representatives from the Constabulary, SCC 
Trading Standards and SCC Community Safety Unit. Various online reference links are 
shown below, and the summary slides shown by the Constabulary are included for 
reference in Evidence Set 2. 

9. A summary report from the PCCôs Office addressing the focus areas in section 2 is 
included as Evidence Set 3. In addition, there will be verbal responses from the PCC at 
the meeting. 

 

Supporting Information (attached) 

¶ Evidence Set 1 ï [9 pages] EXTRACTS from óHIDDEN HARM ï MONITORING 
REPORTô, PCC Accountability & Performance Panel, 26 Feb 2016: 
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-
Harm.pdf. 

¶ Evidence Set 2 ï [2 pages] Norfolk/Suffolk Cybercrime Unit - Slides shown at a 
Panel membersô informal workshop on 6 Dec 2016. 

¶ Evidence Set 3 ï [8 pages] A summary report from Office of the PCC addressing 
the above focus areas. 

 
 
Background Information (available online) 
 

(i) SCC website - e-Safety pages - óPractical e-safety advice, information and 
guidance to help reduce the risks of using the internetô: 
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safer-
suffolk/  

(ii) SCC website - e-Safety tips and advice - Useful websites: 
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safety-
tips-and-advice/  

(iii) Childnet International, a non-profit organisation working with others to help make 
the internet a great and safe place for children: http://www.childnet.com/  

(iv) SCC Suffolk Trading Standards Twitter feed: https://twitter.com/suffolkts  

(v) SCC Suffolk Trading Standards website: 
https://suffolktradingstandards.wordpress.com/?s=cyber  

http://www.police.uk/
https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice#datasets
http://www.suffolk-pcc.gov.uk/about-us/monitoring-performance
http://www.suffolk-pcc.gov.uk/about-us/monitoring-performance
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safer-suffolk/
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safer-suffolk/
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safety-tips-and-advice/
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safety-tips-and-advice/
http://www.childnet.com/
https://twitter.com/suffolkts
https://suffolktradingstandards.wordpress.com/?s=cyber
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(vi) The Source - Information and advice for young people in Suffolk: 
http://www.thesource.me.uk/search-for-help-support-and-services/life-
online/cybercrime/  

(vii) Suffolk Constabulary website ï Online Safety: 
https://www.suffolk.police.uk/advice/personal-safety/online-safety  

(viii) Suffolk Constabulary website ï Report Something: 
https://www.suffolk.police.uk/contact-us/report-something 

(ix) Action Fraud: http://www.actionfraud.police.uk/ 

(x) New Year, New You. Cyber Health - be Cyber Aware this January:  
https://www.police.uk/news/new-year-new-you-cyber-health-be-cyber-aware-
january/ 

(xi) Cyber Aware - a cross-government awareness and behaviour change campaign: 
https://www.cyberaware.gov.uk/  

(xii) Press Article, 27 Jan 2016, óHow cyber criminals could target your business - and 
what is being done about itô: 
http://www.edp24.co.uk/business/how_cyber_criminals_could_target_your_busin
ess_and_what_is_being_done_about_it_1_4394947  

(xiii) BBC website article, 15 February 2016, óNew 'sexting' guidance 'to avoid 
criminalising children' ó: http://www.bbc.co.uk/news/technology-35577506    

(xiv) BBC website article, 19 January 2017, óCybercrime and fraud scale revealed in 
annual figuresô: http://www.bbc.co.uk/news/uk-38675683   

(xv) BBC website article, 23 January 2017, óOnline dating fraud victim numbers at 
record highô: http://www.bbc.co.uk/news/uk-38678089 

 

 

Contact Details 

Police and Crime Panel, Suffolk County Council Committee Services, Telephone: 01473 
265119, email: committee.services@suffolk.gov.uk 

http://www.thesource.me.uk/search-for-help-support-and-services/life-online/cybercrime/
http://www.thesource.me.uk/search-for-help-support-and-services/life-online/cybercrime/
https://www.suffolk.police.uk/advice/personal-safety/online-safety
https://www.suffolk.police.uk/contact-us/report-something
http://www.actionfraud.police.uk/
https://www.police.uk/news/new-year-new-you-cyber-health-be-cyber-aware-january/
https://www.police.uk/news/new-year-new-you-cyber-health-be-cyber-aware-january/
https://www.cyberaware.gov.uk/
http://www.edp24.co.uk/business/how_cyber_criminals_could_target_your_business_and_what_is_being_done_about_it_1_4394947
http://www.edp24.co.uk/business/how_cyber_criminals_could_target_your_business_and_what_is_being_done_about_it_1_4394947
http://www.bbc.co.uk/news/technology-35577506
http://www.bbc.co.uk/news/uk-38675683
http://www.bbc.co.uk/news/uk-38678089
mailto:committee.services@suffolk.gov.uk
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Evidence Set 1 
 

EXTRACTS from óHIDDEN HARM ï MONITORING REPORTô, 26 Feb 2016: 
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf. 

 
[NB. This information is from February 2016, ie. one year ago] 

 

 
éé. 

 
éé. 

http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16_5-Hidden-Harm.pdf
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[NB. This information is from February 2016, ie. one year ago] 
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[NB. This information is from February 2016, ie. one year ago] 
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[NB. This information is from February 2016, ie. one year ago] 
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[NB. This information is from February 2016, ie. one year ago] 
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