Agenda
item 6

Police and Crime Panel

31 January 2017

Covering Report i
Cybercrime

Summary

1. The Panel will consider question the PCC on various aspects of the important cross-
cutting subject of 6Cybercrimebo

Focus of the agenda item

2. Specific areas of focus by the Panel include items identified by members of the Panel
at an informal workshop on 6 December 2016. These are:

I. The remit of the local Suffolk/Norfolk cybercrime unit, versus regional / national
units.

ii. Numbers: what is the scale of cybercrime (compared with the more traditional
crime types)? Also, compared with other Police Force areas?
a. Fraud( phi shing, o6denial of servicebdé, scam
b. Exploitation (grooming, webcam blackmail, etc.)

iii. The effectiveness of the cybercrime unit:

How does the PCC measure the effectiveness of the cybercrime unit?
What are the results to date?

What does the team cost to run?

d. Is there the right balance and expertise of warranted officers and staff?

oo

iv. What priority is being given to Prevention:

a. Education / awareness raising i amongst young people and older people,
and vulnerable people?

b. Messages of how to keep safe online and where to go to get help? Is it the
police, trading standards, voluntary community sector, the bank, a trusted
friend? i The (Suffolk System) message needs to be consistent

v. Collaboration i working with partners, including SCC Trading Standards
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vi. Communication to the business sector about their responsibility and e-safety.
Organisations that let security mechanisms slip are potentially opening themselves
and their customers to attack:

a. How can t he PCC aS3uffolkiSysteméwarksntpartmdrship h e 0
with businesses to implement e-safety policies, levelling the playing field
and getting a consistent message across?

b. Would the PCC6 annual business crime conference be an opportunity to
raise this issue?

vii. Legislation relating to investigatory powers when dealing with large organisations
such as FaceBook, eBay, Gumtree, etc. There is a clear desire from the Cyber
Crime Team and Trading Standards for extra powers to be able to request from
these organisations information that can lead to the prosecution of fraudsters etc.
How will the PCC influence at a national level to start or reinforce discussions that
may already be happening about this issue to change legislation and remove this
barrier?

viii. Issues/challenges/trends, and the PCCO0s strategies/ pl a
ix. Any lllustrative case studies that can be shared?

Recommendations

3. The Panel is recommended to:
a) Have regard to all the information in this covering Report and Evidence Sets.

b) Ask questions of the PCC, and make any recommendations to the PCC, in relation
to the content of this Report.

c) Make any resolutions, or identify any further actions required, in relation to the
content of this Report and responses to questions made at the meeting.

Background

4. At the meeting of 19 July 2016 the Panel agreed to schedule this important cross-
cutting topic on its Forward work programme.

5. At the meeting of 7 October 2016i n di scus sPRCoOod so fPe& TThoer mance N
Met hodol ogy and Framewor ko, t he PCC advi se
required to deal with the growing issue of cybercrime and that it was his responsibility
to monitor the level of crime to ensure the necessary resources were in place. He
stressed the importance of prevention in this area.

6. At the PCCbdbs Accountability and Perfor mance
there was a report produced for the PCC by |
provided an update on the Cyber Crime Unit (Protective Services Directorate). This
report can be accessed online here: hitp://www.suffolk-pcc.gov.uk/wp-
content/uploads/2016/02/AP16 5-Hidden-Harm.pdf. = Extracts from the report are
included for ease of reference in Evidence Set 1.

7. Evidence Set 1 includes some cybercrime statistical data from February 2016 (ie. one
year old). The website http://www.actionfraud.police.uk/fraud-statistics in principle
should provide some fraud statistics for Suffolk, however at the time of writing this
covering report it was not displaying any data at all for Suffolk (or Norfolk), although it
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was showing data for the neighbouring counties (Essex, Cambridgeshire, Kent). The
national website for crime statistics (www.police.uk) provides a detailed snap-shot of
(traditional) crimes and anti-social behaviour at area level, however the categories
covered currently do not include cybercrime. Similarly the Office for National Statistics
ONS crime and justice statistics
(https://www.ons.gov.uk/peoplepopulationandcommunity/crimeandjustice#datasets)
cover the traditional crime types but currently do not appear to separately identify
cybercrime, however a very recent news publication (See Ref. (xiv) below) states that
@ the Crime Survey for England and Wales included the offences for the first time in
its annual report, which covered the year to Septemberd Currently the performance
reports avail abl e v i a httpt/Aewev.suffBIiCECdgsv.uk/abeut-s i t e
us/monitoring-performance) do not include any cybercrime statistics.

8. At the Panel informal workshop on 6 Dec 2016 there was some background
information provided to members by representatives from the Constabulary, SCC
Trading Standards and SCC Community Safety Unit. Various online reference links are
shown below, and the summary slides shown by the Constabulary are included for
reference in Evidence Set 2.

9. A summary report f r addiesding the fec@sGleas inGéction 2 &
included as Evidence Set 3. In addition, there will be verbal responses from the PCC at
the meeting.

Supporting Information (attached)

1 Evidence Set 117 [9 pages] EXTRACTS from ¢ Hi UONETORINGAR M
REP ORTBCC Accountabilty & Performance Panel, 26 Feb 2016:
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16 5-Hidden-

Harm.pdf.

1 Evidence Set 2 7 [2 pages] Norfolk/Suffolk Cybercrime Unit - Slides shown at a
Panel m einfoomelrwsrkshop on 6 Dec 2016.

1 Evidence Set 3 i [8 pages] A summary report from Office of the PCC addressing
the above focus areas.

Background Information (available online)

0] SCC website - e-Safety pages - d&°ractical e-safety advice, information and
guidance to help reduce the risks of usi
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safer-
suffolk/

(i) SCC website - e-Safety tips and advice - Useful websites:
https://www.suffolk.gov.uk/community-and-safety/staying-safe-online/e-safety-
tips-and-advice/

(i)  Childnet International, a non-profit organisation working with others to help make
the internet a great and safe place for children: http://www.childnet.com/

(iv)  SCC Suffolk Trading Standards Twitter feed: https://twitter.com/suffolkts

(v)  SCC Suffolk Trading Standards website:
https://suffolktradingstandards.wordpress.com/?s=cyber
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(vi)  The Source - Information and advice for young people in Suffolk:
http://www.thesource.me.uk/search-for-help-support-and-services/life-
online/cybercrime/

(vii)  Suffolk Constabulary website i Online Safety:
https://www.suffolk.police.uk/advice/personal-safety/online-safety

(viii)  Suffolk Constabulary website i Report Something:
https://www.suffolk.police.uk/contact-us/report-something

(ix)  Action Fraud: http://www.actionfraud.police.uk/

x) New Year, New You. Cyber Health - be Cyber Aware this January:
https://www.police.uk/news/new-year-new-you-cyber-health-be-cyber-aware-

[anuary/

(xi)  Cyber Aware - a cross-government awareness and behaviour change campaign:
https://www.cyberaware.gov.uk/

xi) Press Article, 27 Jan 2016, O6How c-yafder cr
what i1 s being done about itod:
http://www.edp24.co.uk/business/how _cyber criminals_could target your busin
ess_and what is being done about it 1 4394947

(xiiiy BBC website article, 15 February 2016, dNew 'sexting' guidance 'to avoid
criminalising children' 6 http://www.bbc.co.uk/news/technology-35577506

(xiv) BBC website article, 19 January 2017, &ybercrime and fraud scale revealed in
annual figures6 http://www.bbc.co.uk/news/uk-38675683

(xv) BBC website article, 23 January 2017, ®nline dating fraud victim numbers at
record higho http://www.bbc.co.uk/news/uk-38678089

Contact Details

Police and Crime Panel, Suffolk County Council Committee Services, Telephone: 01473
265119, email: committee.services@suffolk.gov.uk
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Police & Crime Panel, 31/171 Agenda Item 6, Evidence Set Extracts from Report 26 Feb 2016
Evidence Set 1

EXTRACTSfrom6 HI DDEN THVFORNM TORI NG REPORTO, 26
http://www.suffolk-pcc.gov.uk/wp-content/uploads/2016/02/AP16 5-Hidden-Harm.pdf.

[NB. This information is from February 2016, ie. one year ago]

1.5 Protective Services Command as a whole exists to protect the public through
rigorous, innovative and ethical management and investigation of threat and harm,
whilst providing specialist support to local policing. In designing and delivering the
response to cybercrime, consideration will be given to the four main objectives of the
Cyber and Serious Crime Directorate:

e Pursue those individuals who engage in cyber and serious crime and seek
criminal justice outcomes

e Prevent those individuals from becoming and remaining in cyber and serious
crime

e Protect the public from becoming victims of cyber and serious crime

e Prepare for the consequences of cyber and serious crime

1.6 The collaborated Cybercrime Unit sits within the Cyber & Serious Crime Directorate
under the Protective Services Command, and is jointly funded. The unit was
established 1% April 2015 as a result of a JCOT business case.

e é.

2.8 The Cyber & Serious Crime Directorate is led by a Detective Superintendent
supported by a Detective Chief Inspector; the Cybercrime Unit is managed by a
Detective Inspector with supervisory responsibility falling to a Detective Sergeant.

Cybercrime Unit
Detective Inspector 1
Detective Sergeant 1
Detective & Police Constable 8
Police Staff 3

2.9 Budget — Cybercrime Unit

FY15/16 Budget
Police Officer / Police Staff £635,793
Suffolk Contribution @ 43.5% £276,570
Norfolk Contribution @ 56.5% £359,223
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3.20 Cybercrime Unit

3.20.1 The Norfolk and Suffolk Cybercrime Unit is based at Halesworth. Dedicated
Cybercrime teams/units are one of the Core requirements for Forces to effectively
respond to Cybercrime and build effective digital intelligence and investigation (DII)
capabilities. DIl encompasses the policing capabilities needed in response to four
challenges posed by the digital revolution.

Cyber dependant
Cyber enabled
Internet facilitated
Digital footprint

3.20.2 The Home Office definition of Cybercrime is:

. Cyber Dependent Crimes; where a digital system is the target as well as the
means of attack. These include attacks on computer systems to disrupt IT
infrastructure, and stealing data over a network using malware (the purpose
of the data theft is usually to commit further crime). Also referred to as ‘pure
cybercrime’ as such offences did not exist prior to the creation of the internet.

. Cyber Enabled Crime; existing crimes that have been transformed in scale or
form by use of the internet. The growth of the internet has allowed these
crimes to be carried out on an industrial scale.

. The use of the internet to facilitate drug dealing, people smuggling and many
other ‘traditional’ crime types.

3.20.3 Below is a visual representation of some examples of Cyber Crime and how they can
overlap between cyber enabled and cyber dependent categories.

Cyber Enabled Cyber Dependent

Drug/People Trafficking
Hacking for

Criminal Purposes

Money Laundering Fraud
CYBERCRIME EOtnER
Cyberbullying & Harassment Malware, Spyware & Viruses
Blackmail

Distributed Denial

Child Sexual Exploitation Of Service

National Security offences
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3.20.4 The cyber spectrum has been designed to assist in the understanding of crime
containing cyber elements, and where the investigative responsibility lies.

Cyber Spectrum

Digital Footprint

|| Internet Facilitated |

Traditional Crime

with Cyber elements

The trail of data left
behind by users of digital

internet and digital devices
are acomponent in the
facilitation of crime

Definition services both through
device signatures and
online activity
Any Offence
Wh digital footprint
Sffeiiae (Where a digital footprin

could have significance for

an investigation)

(that can be committed in an|
online environment or
where the internet has

played arole in planning and

in scale, speed or reach by the
use of computers and the
internet

is used in its commission and is a

key element in the scale or

Cyber Dependent

Cyber Crime

Committed using computers,
computer networks or other
information communication
technology (ICT). Other digital
systems are typically the targets of
these attacks

Computer Misuse Act 1990 Offences
(other offences may also be
committed as a consequence or be
the motivation behind CMA

Financial Investigator
HTCU

tent of the offi
co-ordination of offences) AR NS Gffences)
Homicide R R S Fraud Malware
Typical Crime Burglary o Sta::::u"im'ons Child Sexual Exploitation Viruses
Types Robbery TR 2 : Distribution of Indecent Images Computer/Online Compromise
Purchasingillegal items " " A
Fraud ; Blackmail/Extortion Denial Of Service Attack (DOS)
Commercial Burglary
Email Headers
: . Malicious software sandboxing and
IP Address resolution s
Web site enquiries X £ g
——— 3 > Server log interpretation
Investigative Service provider requests
o R ) e Advances open source and Dark
Opportunities Financial enquiries
N Web research
RF & Wifi Surveys R
A 4 Data Analytics
Victim digital devices e e
Offender digital devices B
Local Teams
Telecoms SPOC Force Cyber Crime Unit
Departments

Investigation

Local - DMI Support

Force Cyber Crime Unit: (DC's, DMI's,
Analyst) with support from
Regional Cyber Crime Unit
National Cyber Crime Unit
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3.20.5 All referrals to the Cybercrime Unit should be populated within Athena to be further
allocated and considered for adoption. The normal Force Tasking process applies.

3.20.6 The unit’'s remit will be to proactively and reactively investigate serious incidents of
cyber dependant crime including:

. Malware (including BOTNET creation/exploitation)

. Denial of Service/DDOS attacks

. Web defacements

. Data Exfiltration

. Computer and Network Intrusions/compromise (Hacking)
. Phishing, Vishing and other forms of Social Engineering

3.20.7 Demand

3.20.8 From January to August 2015 there have been a total of 358 crimes tagged as
‘cyber’, averaging 45 reports per month. Of these recorded offences, 313 (87%) were
classed as undetected, 24 (6%) were detected, 7 were no crimed, 9 are pending and
5 were transferred to another force.

3.20.9 A breakdown of the offence descriptions featuring most frequently in the data are:
[NB. This information is from February 2016, ie. one year ago]

Top 5 Cyber related offence types in Suffolk
Take or to make indecent photographs or pseudo- H
photographs of children 21
Message letter e-mail etc indecent/threat/false 38
Harassment 44
M Total
Section 2 Harassment - non crime 72
Unmapped - mailny malicious communications 98
0 20 40 60 a0 100 120
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3.20.10 Recorded offences fell into the cyber enabled category characterised by
Harassment (Section 2) and Malicious Communications offences. These were
facilitated by the internet and websites such as Facebook and usually preceded by
a domestic incident/argument.

3.20.11 Action Fraud Data

3.20.12 From January 2015 to August 2015, a total of 232 investigations relating to fraud
and cybercrime were recorded for the county. Of these 196 (or 84%) were
generated by Suffolk Constabulary, including 81 requiring a call for service. A
further 36 cases originated from Action Fraud and National Fraud Intelligence
Bureau (NFIB). Of these 67 resulted in convictions, 1 was disrupted, 8 were
cautioned and 81 were filed.

3.20.13 Action Fraud’s Home Office counting rules include some pure cybercrime offence
types. Action Fraud reports the following;

[NB. This information is from February 2016, ie. one year ago]

6 Personal ‘
Hacking : 23 Computer

Virus/Malware/

Spyware
Relating to Cryptowall
ransomware, HMRC spoof
emails and phishing emails.

22 Hacking of
Social Media and 1 Denial

of
Service
Attack

Email 1 Hacking
Company

Facebook and Ebay
Server

Accounts

3.21 Cyber Enabled

3.21.1 October 2015 to January 2016 recorded within Athena 66 cyber enabled crimes
mainly consisting of volume type offences such as online harassment/malicious
communications and indecent images of children, reflecting current trends. Within

the top four categories of cyber enabled crimes were 4 non crime investigations
also known as ‘Action Fraud — Call for Service’. These crimes consisted of eBay
fraud and timeshare scams. There were also 3 cyber enabled blackmail offences
relating to romance fraud. When compared with the recent Cybercrime Baseline
Assessment, the Suffolk legacy crime system reported an average of 45
cybercrimes per month.
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[NB. This information is from February 2016, ie. one year ago]

VICTIMS OF CYBER ENABLED CRIME BY AGE IN
SUFFOLK

20 -
15

10

10to 19 20to 29 30to 39 40to49 50to 59 60to 69 70to79 80to89 90to99 100to
109

VICTIMS OF CYBER ENABLED CRIME BY AGE
NATIONALLY

1000 851

Oto9 10to19 20to29 30to39 40to49 50to59 60to69 70to79 80to89 90to99

3.21.2 Operation METRO

3.21.3 An investigation into a £1.1 million business fraud using remote access software
claimed to be bank staff and enquiring into the victim’s banking accounts. This has
now been linked to a significant organised crime group who were operating
nationally.

3.22 Cyber Dependent

3.22.1 In contrast to the rest of the country according to reported crime figures, victims of
cyber dependent crimes are most likely to be aged 60 to 69 (24%) and 50 to 59
(21%), closely followed by 30 to 39 year olds (17%), differing to the overall national
picture.
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[NB. This information is from February 2016, ie. one year ago]

VICTIMS OF CYBER DEPENDENT CRIMES BY AGE
RANGE IN SUFFOLK

S BN W e U N

10to 19 20t0o 29 30to39 40to49 50to59 60to 69 70to79 80to89 90t099 100to
109

VICTIMS OF CYBER DEPENDENT CRIMES BY AGE RANGE
NATIONALLY

450 419
400
350
300
250
200
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50 a a

T T 1
10to19 20to29 30to39 40to49 50to59 60to69 /0to/9 80to89 90to99 100to
109

0
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[NB. This information is from February 2016, ie. one year ago]
3.23 High Tech Crime Unit (HTCU) Demand

3.23.1 HTCU figures link into the On-Line Investigation Team (OLIT):

Figures 1° April 2015 to 15" Jan 2016

TOTAL SUBMISSIONS * 606

MOBILE DEVICES * 1372
COMPUTERS (INC REMOVABLE DEVICES) * 2498
TERRABYTES PROCESSED * 557

* Joint Norfolk / Suffolk Data
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